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Executive Summary

Technology is the set of knowledge and tools that has allowed us to
simplify a large number of processes and enhance people's capabilities
in different ways. In this sense, it has also influenced human relations
and the way in which political activities are carried out.

Technological transformation has taken place in different ways around
the world, and the time in which these changes are implemented, as
well as their possible advantages and disadvantages, also vary according
to the context of each country. Technology is a medium, so its effects
will depend largely on the objectives of its users.

Among the uses given to technology in politics, there are: the creation of
platforms with centralized information on government and citizens, the
streamlining and simplification of procedures, citizen mobilization and
the articulation of political action, the influence on public opinion and
the monitoring of citizens by the State.



Positive aspects of the use of
technology for democracy

Virtual Political Campaigns
Open Government

Increased capacity for citizen 4
organization

Political Parties generated online

Negative aspects of the use of
technology for democracy

Mass surveillance 7
Cambridge analitica 9
Security drawbacks:

electronic voting 1 o
Use of technology in Latin 1 2
America

Conclusions 1 3




POSITIVE ASPECTS OF THE
USE OF TECHNOLOGY FOR
DEMOCRACY




40,000,000%

Average 30,000,000$

20,000,000%

10,000,000%

Kumamoto
.+ R

5§ & & & &

Q N N N N
Q O Q O
Y o A P

N R
Spending on political campaigns Average political campaign
for the position of Local spending by Representatives in
Representative in Mexico (1) Latin America (2)

VIRTUAL POLITICAL
CAPAIGNS

Virtual campaigns have emerged as an
alternative used by politicians to
connect with voters and convey ideas.

Kumamoto's Electoral
Strategy

In Mexico, a country where campaign
spending by political parties is one of
the highest in Latin America, Pedro
Kumamoto managed, for the 2015 local
deputy elections, to design a
campaign with a powerful virtual
strategy that had a total cost of
around $500.

Viral videos and
messages of support on Online p.romotlon
Whatsapp kits

\'I

(1) Nunez (2018) Volunteering Fast and personalized
) ) response on social
(2) According to the average spending for media

legislative elections in Mexico, Argentina, Peru,
Chile and El Salvador
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OPEN GOVERNMENT

The concept of Open Government corresponds to the way of relating between
authorities and citizens, where transparency, accountability and participation prevail
through the support of technological innovation. It also strengthens the feedback of
public management, which has two positive effects: improving the quality of life of
people and improving public services through the build-up of capacities. This way,
citizens have access to important information, including the design and
implementation of public policies, so they can make an effective and continuous
monitoring of the governments' management. (Ministry General Secretariat of the
Presidency, 2018).

CHILE: an exponent of open government in
Latin America

According to Chile's Fourth Action Plan for Open Government 2018 - 2020, Chile
developed projects related to deepening the implementation of an Open
Government on a national scale:

/7 Electronic platform for public services management complaints: a
\_ web platform was created to allow citizens to file complaints online
J and request assistance in completing procedures.

Strengthening of Open Data: an online platform was created to
enable the efficient use of data collected through public services and
Big Data tools are used for the efficient implementation of public
policies.

Transparency Bill 2.0 The amendments made to the legislature will
consolidate a state policy and will be the key to the creation of a true
culture of transparency.

% Digital Transformation Bill: The main objectives of this project are

in line with increasing the efficiency of administrative procedures.
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OPEN GOVERNMENT

ESTONIA: successful implementation of the Open
Government model

Since 1990 Estonia has experimented with the implementation of
technological tools in its government operations. This initiative has evolved
into an interconnected network of information between the public and private
sector, resulting in significant integration and efficiency in procedures based
on 5 essential systems:

X-Road data infrastructure: X-road is an interoperability platform for
databases that can be used by public and private sector actors. Due
to its independence, it is a secure program for data exchanges and
the identification of trusted actors in the provision of digital services.

e-Cabinet: The information necessary for decision-making can be
accessed at any time through the e-Cabinet platform. This provides
updated information to ministers, which reduces bureaucracy in
government decisions, in this sense, weekly Cabinet meetings
reduced their duration from 4-5 hours to 30 minutes.

5

Information system for legislative drafting: Through this portal citizens
can see the laws being proposed and express their opinion on them.
Every year 100 drafts are submitted to the portal for government approval.

(]
7

h

Online petitions: Citizens can submit collective petitions to the Parliament
through the Citizen Initiative Portal. Between 2014 and 2018, 19 petitions
were submitted.
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INCREASED CAPACITY FOR

CITIZEN ORGANIZATION

Peaceful protest is a right included among the freedoms of assembly and expression,
protected by international regulations, whose function is to publicly express the
disagreement of a community with the actions of a State.

Latin America is no stranger to public demonstrations, and with the advent of social
media, the organization of these demonstrations has become massive and their
images and messages accessible from anywhere in the world.

As an example of the massive influence of these tools, social media was key to
coordinate the wave of protests that occurred in Latin America in 2019 (Shifter, 2019),
where young people were the protagonists of such movements. Sometimes, due to
their extent, governments intervened to censor the cyberspace, as a strategy to
prevent the movements from gaining traction.

During the 2019 protests:

Countries that presented massive protests

14

INCIDENTS OF
SOCIAL MEDIA
CENSORSHIP
(1)

IN ECUADOR

86 %

IN VENEZUELA

(1) Access Now (2020)

Source: own elaboration
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INCREASED CAPACITY FOR

CITIZEN ORGANIZATION

Action in the most unexpected places:
protest in Cuba

In November 2020, after the arrest of rapper Denis Solis, a series of online protests
were organized to demand the release of the artist and greater freedoms for
musicians living in Cuba. The event that started this series of protests was the
indignation generated by the arrest of the rapper, which was transmitted through his
account via Facebook Live, something that has been possible only recently on the
island, since the government allowed internet access through cell phones only two
years ago.

Through Whatsapp and Facebook, several artists from the Cuban music scene
(identified under the name Movimiento San Isidro) organized a protest in front of the
Ministry of Culture and started a hunger strike.

This was the first demonstration against the military government organized
spontaneously in decades, which marks a milestone in Cuban history, and
demonstrates the importance of freedom of expression in social media. From these
events, conversations about the status of freedoms in the country have begun.

However, after the dialogue between protesters and Ministry officials, the Cuban
government proceeded to publicly defame the movement.

Protests in Cuba (1)

(\
7,1 +200

million
Access to websites There is only one Persons present in

is monitored by the Internet provider in the the protest
government country (ETECSA).

Cubans have internet
access

(1) Augustin, Kitroeff & Robles (2020)
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POLITICAL PARTIES

GENERATED ONLINE

Just as protests have been revolutionized by the arrival of social media, political
parties have also adapted to the new realities. From the development of marketing
strategies and electoral campaigns to launch on the internet, to generating entirely
online, the political world has been able to take advantage, in a new way, of the
benefits of these tools.

Partido de Ia Red (Argentina): born on the
internet

The Partido de la Red was founded in 2012, with the aim of expanding the political
participation of Argentines through an online platform, where affiliates would have
the opportunity to express their needs, comments and complaints to party members,
in addition to directly influence party decisions.

Democracy OS: The elected deputies of this party will always
/. vote according to what the citizens choose in the OS Democracy
7 platform, where those registered in the electoral roll can vote
A\
;'
B

"Yes", "No" or abstain, as well as discuss among themselves about
the proposed policies.

|

creating knots of knowledge and trust, using technology as the
link between citizens and the State.

New structures: The party does not believe in vertical structures.
% It appeals to collective intelligence, incorporating others,

“Liguid Democracy”: The party is inspired by the "Swedish Pirate

' {@> Party" which was a pioneer in spreading the model of the so-
&T called "liquid democracy," which proposes the possibility for
anyone to participate with a virtual, direct or delegated vote in

the decisions of the parliaments.
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NEGATIVE ASPECTS OF THE
USE OF TECHNOLOGY FOR
DEMOCRACY




MASS SURVEILLANCE

The use of technology to monitor the movements of citizens has been used to improve
the safety levels of cities and to ensure that the rules for better coexistence are
effectively implemented. However, these tools, which allow control over the
population, can be used for coercive purposes and pose a danger to the citizenry.

China: Mass surveillance through technology

Since 2014, the Chinese government has been testing a mass surveillance system on
its population. This is based on a score given to each citizen between 350 and 950
points, based on the trust the government has towards this person. Each citizen’s
score can be lowered due to minor infractions, such as not paying a fine, smoking in a
forbidden place or in more extreme cases, possessing personal beliefs contrary to
those of the Chinese government.

Among the consequences of having a low score are prohibitions such as: impediments
for buying air tickets, applying for certain educational institutions or making it difficult
to get a medical appointment.

Strategies used by the Chinese government (1)

<>
-

Records
consumption Centralized system that
habits in services analyzes the financial
such as Alibaba information of each Consideration of fines
and Alipay individual and judicial record

Usage of security
cameras and facial
recognition

(1) Rodriguez (2018); Marti (2020)
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MASS SURVEILLANCE

How does the Chinese social credit system
work?

Low social credit Average social credit High social credit
- Dishonest citizen - Average citizen without -Outstanding citizen
-ls indebted serious violations. - Contributes to their

community

- Has a criminal record

- Supports anti-government -Free to buy, sell and travel - Donates to charity

without restrictions

ideas

forbi from: -Has no restrictions
s orpldden r.o - - Gets incentives like credit
- Buying certain property facilities

- Travelling in high speed
trains o airplanes
- Being a public official

350 650

The successful implementation of mass surveillance plans by state entities can lead to
dangerous consequences for the personal freedom of citizens and democratic well-

being.
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CAMBRIDGE

ANALITICA

The London-based data management company, Cambridge Analitica, was the
protagonist in 2018 of a scandal related to the election campaign of former President
Donald Trump. Through data obtained from Facebook, without the prior consent of its
users, the company managed to design personalized ads for American voters that
favored the Republican candidate.

The company, based on the information gathered, not only showed personalized
advertising, but developed and promoted fake or misleading news to favor Trump.

Cambridge Analitica's Strategy:

o_@_ 8

Cambridge  Analitica The data was used to analyze

Personality test purchased the data the profiles of thousands of

developed in 2013 had users and  know  their

access to data of users preferences
and their friends on
Facebook
5]

i ? — It determined whether If it is a decided user, the

I, 12 the user responds to fear algorithm ignores it
. ——

or hope

f

Based on these profiles,
advertisements were

developed. These were
adapted to the interests

of each user and even

< g >

—>

I

sought to manipulate Or whether it's easy or On the contrary, if it is en

their perception of a hard to persuade undecided one, specific

subject. persuasion tactics were
used.
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SECURITY DRAWBACKS:

ELECTRONIC VOTING

While the use of technology in various aspects of people’s daily lives has streamlined
certain processes, making them more convenient and effective, there is still
controversy as to whether it should be applied to one of the most crucial aspects of
the current political processes: the vote. An example of the negative implications of
electronic voting is the implementation of this strategy in Argentina.

Electronic voting project in Argentina:

In Argentina, an attempt was made to implement an electronic voting scheme in 2016,
however, it was rejected due to several vulnerabilities, according to Aguerre (2017):

“ High implementation and g
maintenance costs

Audit failures that could not be :
addressed due to the right to |
business secrecy of supplier - -7 el T
companies o @
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Between guaranteeing security

Exposed to vulnerabilities that may
leave no trace

The ability of physical ballots to and having a 'more modern"
emit a traceable signal leaves system, it is important to safeguard
them vulnerable to attacks the basic principle underpinning

the democratic system:

transparency and security, which,
in the public's eye, was not assured
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SECURITY DRAWBACKS:

ELECTRONIC VOTING

Electronic voting in the world

<+

*

0

On trial
B Rehearsed only once
Used in some areas of the country
B Usedin the whole country
B Used occasionally
Never Source: La Vanguardia (2017)

The implementation of electronic voting has been an issue that has generated divided
discussions and opinions, due to the possible implications of security, transparency
and legitimacy of the elections in which this procedure is applied. Countries like
Holland and Germany have abandoned its use and only three countries in the world
(Venezuela, India and Brazil) use it for national elections.

However, there are still governments that support its use and believe that, with the
right technology, its implementation can positively impact the entire electoral
process. For example, in Estonia citizens have the possibility to vote electronically,
44% of voters use this system and according to the Estonian Government (2021) this
has saved 844 years of work.
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USE OF TECHNOLOGY IN

LATIN AMERICA

Disparities in the access to technology
AMARRRARAR . 81,7

ONLY 38% OF LOW- MILLION PEOPLE
INCOME HOUSEHOLDS DO NOT HAVE
HAVE INTERNET ACCESS INTERNET
(1) ACCESS(2)

Effects of fake news

AND THE

POPULATION..
75%

50%
MORE Qyp R

POSSIBILITIES TO

QUESTIONS GET'S IS NOT ABLE TO
BE SHARED VIA WHAT THEY INFORMED IDENTIFY A
TWITTER (3) READ ON THE ONLY FAKE STORY (4)
WEB THROUGH
SOCIAL
NETWORKS

Cybersecurity in the region -

12/46

NG

COUNTRIES HAVE IMPLEMENTED EVERY SECOND 45 CYBER
GOVERNMENT PROGRAMS ATTACKS OCCUR IN LATIN
AGAINST CYBERATTACKS (5) AMERICA (6)

In Latin America, a significant proportion of the population still does not have the
necessary equipment or a stable internet access to effectively perform in technology-
based processes, or does not have enough knowledge to recognize a false story.
Therefore, implementing plans for the modernization of democracies based mainly on
technology could leave millions out of the most important political processes.

(1) France 24 (2020) (3) BBVA Open Mind (2020) (5) BID (2020)
(2) Poverty stadistics of BBVA (2020): 215 M- el 62% (4) Kaspersky (2020) (6) Kaspersky (2019)
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e Technology has facilitated the coordination of citizen participation and the

articulation of interests, making certain processes less costly and more transparent
compared to traditional forms. In addition, several governments have transformed
their platforms and services with technology, examples of this are the "open
governments" of Chile and Estonia and the use of electronic voting in countries

such as Venezuela and Brazil.

In addition, through social media, companies have collected important data on
citizens, using this information to influence public opinion, whether on a political

issue or in elections.

The capabilities that technology can maximize will have positive or negative effects
on society depending on the objectives of the person or group using it. For
example, while technology can simplify the processes that must be carried out
through government entities, an authoritarian government can also monitor and
control through these means, as it happens in China. In addition, while electronic
voting seemed like a breakthrough at the start, it is, for now, less secure and can be

more easily tapped for fraud.
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